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Abstract—What do computers do when they do not compute?
To answer this question, we investigate TimeGaps, periods during
program execution, in which the timestamp counter progresses
while the CPU is halted. We develop techniques for identifying
TimeGaps and find that on Intel processors, TimeGaps amount
to over 1% of the elapsed time. We further find that TimeGaps
occurrence correlate with frequency transitions at either the CPU
or at the Integrated Graphics Processing Unit (iGPU).

We then turn our attention to the security impact of TimeGaps
under two settings: default Dynamic Voltage and Frequency
Scaling (DVFS) configuration, and fixed-frequency countermea-
sures. Under default DVFS settings, TimeGaps exhibit leakage
capabilities comparable to state-of-the-art CPU-frequency-based
side channels, i.e., Hertzbleed. Leveraging this, we infer website
visits with an accuracy of 98.0% on Chrome and 85.2% on Tor,
and extract cryptographic keys from Cloudflare’s CIRCL library.

Under fixed CPU frequency, where Hertzbleed is no longer
effective, TimeGaps induced by iGPU frequency transitions
continue to leak iGPU instruction and operand-level informa-
tion. Moreover, TimeGaps re-enable three frequency-based side-
channel attacks previously believed to be mitigated by fixing CPU
frequency, including pixel stealing with a high accuracy of 98.2%,
robust website fingerprinting (92.2% on Chrome, 87.4% on Tor),
and keystroke detection with a precision of over 84.6%.

Index Terms— CPU Halted Time, iGPU Frequency Transition,
Side Channel

I. INTRODUCTION

Although sharing computational resources improves utiliza-
tion and efficiency in modern computing systems, it also
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introduces security risks in the form of side channel at-
tacks [13, 14, 16, 29, 30]. Such attacks have compromised
a wide range of targets, including cryptographic implementa-
tions [1, 3, 35, 54], security mechanisms [11, 19, 31, 36], user
interface [42], and others [43, 53].

Rather than targeting specific components, a recent line of
work focuses on monitoring CPU execution speed [8] or clock
frequency [10, 47, 49, 50]. These attacks rely, at least in part,
on the observation that modern CPUs dynamically manage
frequency to fit within power and thermal constraints. As
the heat and power correlate with program execution, mon-
itoring the execution speed reveals information about other
programs executing on the same system. Such frequency-based
side channels have been exploited to break cryptographic
implementations [49, 50], bypass cross-origin policies in web
browsers [47, 50], and infer sensitive user activity such as
pixel content, browsing history, or website visits [8, 10].

Prior side channel attacks observe the processor’s behavior
as it actively performs computations. However, there are
periods during which the processor temporarily halts ex-
ecution. For example, when transitioning between P-states
(CPU voltage-frequency pairs), CPU cores pause instruction
execution until the voltage stabilizes [15, 24, 27]. We refer
to these idle intervals, during which the processor halts and
performs no computation, as TimeGaps.

While the existence of such TimeGaps is documented [24],
prior work on this topic only focuses on performance as-
pects [15, 27]. In particular, their security implications remain
unexplored. Thus, we ask the following questions:

Can we identify cases of halted processors? What are the
causes of these cases? What can we learn from them?

In this work, we conduct a systematic investigation of
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TimeGaps. We develop methods to identify TimeGaps, analyze
their characteristics and underlying causes, and demonstrate
their security implications.

Identifying TimeGaps. We first develop techniques for iden-
tifying TimeGaps. The core idea is to repeatedly monitor the
processor’s timestamp counter, which increases at a constant
rate. A large gap between two consecutive readings indicates
a period during which the program was not executing, po-
tentially due to the CPU being halted. The main challenge is
distinguishing TimeGaps from other events, such as interrupt
handling, which prevent program execution without halting the
CPU. We develop three approaches for overcoming this chal-
lenge, including one that does not require elevated privileges.

Overall, we find that TimeGaps are fairly common and span
substantial periods that can reach over 1% of the elapsed CPU
time. Moreover, TimeGaps are prevalent across all modern
Intel microarchitectures we tested, from Coffee Lake to Raptor
Lake Refresh.

Root Causes of TimeGaps. We identify two main causes
for TimeGaps. First, we demonstrate that CPU frequency
transitions give rise to TimeGaps, as Intel documents [24]. In
addition, we confirm that TimeGaps are synchronized across
all CPU cores on Skylake-derived microarchitectures [38].

Beyond confirming the documented root causes above,
our investigation unveils a hitherto unpublished source of
TimeGaps: iGPU frequency transitions. We find that on plat-
forms with integrated GPUs, changes in iGPU frequency also
result in observable TimeGaps. In particular, we confirm that
TimeGaps caused by iGPU frequency transitions persist even
when the operating system configures the CPU to run at a fixed
frequency. We further validate that iGPU-induced TimeGaps
are synchronized across all CPU cores and coexist with CPU-
induced TimeGaps under the default DVFS configuration. To
the best of our knowledge, this is the first work to identify
TimeGaps induced by iGPU activity.

Traditional CPU-frequency-based side channels monitor
CPU frequency changes induced by CPU [10, 49] or iGPU
computations [50]. Thus, all these channels can be mitigated
by fixing the CPU frequency or disabling Turbo Boost. In
addition, when exploring iGPUs, past works stress the CPU
near its thermal limit so that iGPU load acts as the final trigger
that pushes the processor over that threshold and causes a CPU
frequency drop [49, 50]. Different from them, we do not rely
on stressing the CPU cores and instead monitor CPU stalls
caused by changes in CPU and iGPU frequencies.

Information Leakage Caused by TimeGaps. We continue
our investigation of TimeGaps by evaluating their ability to
leak information about a victim process in two scenarios: one
with default DVFS settings and another with countermeasures
against CPU-frequency-based side channels [10, 49, 50], such
as fixed CPU frequency. In the default scenario, we show
that data-dependent variations such as differences in Ham-
ming weights (HW) and Hamming distances (HD) can be
distinguished through TimeGaps. This leakage capability is
comparable to recent attacks such as Hertzbleed [49].

We further demonstrate that TimeGaps remain exploitable
even when CPU frequency scaling is restricted. Specifi-
cally, iGPU-related instructions and their operand values in-
duce measurable timing differences that can be distinguished
through TimeGaps. Importantly, commodity Intel systems lack
reliable mechanisms to fully prevent iGPU frequency transi-
tions, hampering the mitigation of this leakage vector.
Adversarial Use. We present two unprivileged techniques for
collecting TimeGaps: one in the native environment and one in
the browser, implemented in JavaScript. In the native scenario,
the attacker’s program runs directly on the victim machine; in
the browser scenario, the victim machine unintentionally visits
an attacker-controlled website.

Attacks with Fixed Frequency. Although fixing the CPU
frequency can mitigate attacks, such as pixel stealing [50], we
show that TimeGaps can revive such attacks by monitoring
TimeGaps caused by iGPU frequency transitions. Particularly,
we reconstructed a 48x48 pixel region from a cross-origin
iframe in 4.38 seconds per pixel with an error rate of 1.78%.
These results, achieved under a fixed CPU frequency, are
comparable to prior work [47, 50].

Furthermore, with a fixed CPU frequency and interrupts
disabled, we achieve a website inference accuracy of 92.2%
on Chrome and 87.4% on Tor, in both native and browser
environments. We also detect inter-keystroke timing [46] with
over 84.6% precision, comparable to [39], indicating that our
detection results can be exploited to infer keystroke inputs.

Beyond these attack results, prior coarse-grained execution-
speed measurement attacks attribute their root causes largely
to frequency scaling [10] and interrupt handling [8, 13]. Our
results show that TimeGaps, particularly those induced by
iGPU frequency transitions, are also a major contributor.

Attacks with Default DVFS Settings. Finally, under de-

fault DVFS settings, we demonstrate capabilities compa-

rable to state-of-the-art frequency-based side channels. We

achieve high-accuracy website fingerprinting, reaching 98.0%

on Chrome and 85.2% on Tor in the native environment, and

extract cryptographic keys from Cloudflare’s CIRCL crypto-

graphic library [12].

Summary of Contributions. We contribute the following:

o We identify iGPU frequency changes as a previously un-
documented and unexplored root cause of TimeGaps, and
we provide a systematic characterization of TimeGaps in
terms of their generality and cross-core synchronization.
(Section III)

o We leverage TimeGaps to construct a new unprivileged
side channel that enables two attack vectors derived from
CPU and iGPU frequency changes. We show that TimeGaps
leak instruction- and operand-level information under both
default and restricted CPU frequency settings. (Section IV)

o« We demonstrate that TimeGaps lead to practical attacks.
Under fixed CPU frequency, we re-enable frequency-based
pixel stealing attacks. We further demonstrate high-accuracy
website fingerprinting and keystroke timing attacks, even
with interrupts removed. Under default DVFS settings, we



perform website fingerprinting and extract cryptographic
keys from SIKE. (Sections V and VI)
Responsible Disclosure. We reported our findings to Intel,
who acknowledged the report by email and did not request an
embargo.

II. BACKGROUND AND RELATED WORK
A. Dynamic Voltage Frequency Scaling

Intel processors use DVFS to maximize performance within
power and thermal limits. This mechanism relies on multiple
voltage—frequency pairs, known as CPU P-states [21], defined
by Advanced Configuration and Power Interface (ACPI) [7].
Higher P-states allow higher CPU frequencies and improve
performance but also increase energy use and heat. To select
a suitable P-state for the current workload, Intel processors let
either the operating system [9] or internal hardware logic [52]
initiate P-state transitions.

P-state Transition Latency. In multiple multi-core systems,
all cores typically share the same clock domain and thus
operate under the same P-state [17, 21, 38]. When a P-state
transition is initiated, the processor determines the highest
requested CPU frequency among all cores and applies this
uniformly across the shared clock domain. Due to voltage in-
stability, when the CPU transitions from one P-state to another,
the CPU cores stop executing instructions until the transition
stabilizes. Because all cores in a clock domain change fre-
quency together, all are halted simultaneously. To date, only
I-DVES [15] and SUIT [27] have recognized these halted
CPU periods as a notable issue, both from a performance
perspective. I-DVES treats them as a bottleneck and proposes
hardware modifications to eliminate their impact. In addition,
SUIT leverages P-state transitions to enable secure under-
volting, and recent work [41] discusses frequency-transition
latency as a feature of the Intel Alder Lake architecture.
iGPU Dynamic Frequency. As documented in Intel’s Inte-
grated Graphics Developer’s Guide [25], the iGPU employs
dynamic frequency scaling, increasing its clock frequency
to boost performance under high workload and scaling it
down when demand decreases. Furthermore, Intel graphics
dynamic frequency is a performance feature that makes use
of unused package power and thermals to increase application
performance [20].

B. DVFS and GPU Exploitation

Multiple attacks exploit the strong relationship between
CPU activities and the CPU voltage and frequency. Examples
of such attacks include fault-injection [5, 34, 37, 48] and side
channel attacks [33, 49, 50, 51]. In fault injection attacks,
privileged attackers manipulate the voltage or the frequency
and then induce timing-constraint violations during compu-
tation [5, 34, 37, 48]. For side channel attacks, unprivileged
attackers use the CPU frequency as an indirect measure of
power consumption.

Furthermore, many Intel CPUs adopt a system-on-chip
design in which the integrated GPU (iGPU) shares resources
with the CPU cores, including the cache-coherent memory

TABLE I
SYSTEM CONFIGURATIONS.

Type CPU Microarchitecture Graphics Card
Mobile Core i5-8259U Coffee Lake Intel Iris Plus 655 (iGPU)
Mobile Core 17-9750H Coffee Lake Refresh Intel UHD 630 (iGPU)

) . . Intel UHD 630 (iGPU) &
Desktop  Core i3-10100 Comet Lake NVIDIA GTX 1080 Ti
Desktop  Core i9-10940X  Cascade Lake-X AMD Radeon HD 7450

subsystem and the power-management subsystem. Although
such a design promises improvements in power efficiency and
performance, it also introduces a new surface for side channel
attacks [18, 28, 47, 50, 51]. Specifically, exploiting the shared
power management, Wang et al. [S0] demonstrate that iGPU
power consumption can influence CPU frequency, enabling
pixel stealing attacks. Additionally, Taneja et al. [47] show that
the GPU side also employs DVFS to adjust GPU frequency
in order to meet power and thermal constraints.

III. UNDERSTANDING TIMEGAPS

In this section, we investigate TimeGaps, periods of time in
which the CPU halts and performs no computation. We first
develop techniques for identifying TimeGaps, demonstrating
their existence and some of their basic properties. We then
proceed to identify the causes of TimeGaps. We find two main
causes: P-state transitions, which can also be viewed as CPU
frequency changes, and changes in the operating frequency of
the iGPU. We begin our investigation with a description of the
experimental setup that we use.

A. Experimental Setup

We use four Intel-based machines, as summarized in Table I,
including mobile and desktop systems with distinct CPU
models. Our setup covers machines equipped with an iGPU, a
discrete GPU, and configurations featuring both. The iGPU is
typically disabled by default when a discrete GPU is present.
We investigate three main system configurations below:
default This is the default system configuration without re-
stricting the CPU power management policies.

freq-control In this configuration, we control the CPU core
frequency using the cpufreg-set command from the
Linux cpufreg-utils package. As the details of the
frequency control vary between experiments, we describe
the specific details when introducing each experiment.

isol-cpu In this configuration, we isolate one or more CPU
cores so that they do not serve any interrupts. For that,
we use the isolcpus kernel option to isolate the core
and enable tickless mode to eliminate any remaining
timer interrupts on that core.

To monitor P-states, we use the MSR_PERF_STATUS reg-
ister (MSR 0x198), which reflects the current performance
status of a specific core, including the P-state. We note
that our non-privileged attacks do not require any privileged
operations. Specifically, we do not assume that the attacker
can access cpufreg—-set, isolcpus, or MSRs.



index = 0;

1

2 prev = rdtscp();

3 loop {

4 current = rdtscp();

5 if ( current - prev > threshold) {
6 Jjumps [index] = current - prev;

7 index++;

8 }

9 prev = current;

0

}

Listing 1. Pseudo-code of the timestamp jumps collector.

B. Timestamp Jump Categorization

Our first task is to confirm the existence of timestamp
jumps, including both TimeGaps and other prolonged execu-
tion delays in program execution. For this, we use the program
in Listing 1. The program repeatedly reads the timestamp
counter of the processor, using the rdtscp instruction. The
program compares consecutive reads of the timestamp counter
and records the difference if it is above a predefined thresh-
old. The difference between consecutive timestamp reads is
expected to be small, in the order of 2040 cycles. However,
several reasons may cause a read to be delayed, resulting in
larger differences, which we record as timestamp jumps. In
our experiments, we set the threshold to 5,000 cycles to ignore
delays caused by cache and TLB misses.

We run our program on each test machine while the system
is mostly idle, with no workload other than our collector and
standard operating system services. On all of the machines,
we observe that large timestamp jumps in program execution
are fairly common, occurring hundreds of times per second.

A timestamp jump in program execution does not nec-
essarily indicate that the processor stopped executing. Var-
ious events, including interrupts and system management
mode (SMM) events, have a higher priority than user
code and induce timestamp jumps for user-level soft-
ware. To identify whether the CPU indeed halts, we
use the CPU_CLK_UNHALTED.THREAD and CPU_CLK_
UNHALTED.REF_TSC performance monitoring counters
(PMCs), which measure the number of cycles during which the
target core executes instructions. Specifically, at each iteration
of the loop in Listing 1, we also read the counters of these
PMC events. We then compare the observed timestamp jumps
with the change in unhalted cycles read from the PMC. If the
unhalted cycles counter does not advance during the delay, we
assume that the CPU was halted during the delay.

Figure 1 shows an example trace collected over 10 seconds
on the 17-9750H processor, where 1 second corresponds to
2.6 billion cycles (the base CPU frequency is 2.6 GHz). We
observe a substantial number of halted timestamp jumps and
fewer unhalted ones (9,457 and 575, respectively). Moreover,
halted jumps are markedly longer, with most exceed 30,000
cycles, whereas unhalted jumps are mostly under 10,000
cycles. Overall, halted jumps occupy 1.53% of the total time,
accounting for 0.153 seconds over the 10-second period (about
0.4 billion of the 26 billion CPU cycles).
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Fig. 1. Timestamp jumps observed on the i7-9750H. The horizontal axis

represents the time at which each jump is observed. The vertical is the length
of the jumps. Color indicates whether the jump is halted or unhalted. The
longest 0.5% of the jumps are omitted to remove outliers.

Obs. 1: Multiple instances of CPU halted time exist,
potentially accounting for more than 1% of the overall
CPU utilization.

To identify the source of unhalted timestamp jumps, we
repeat the experiment in the isol-cpu configuration. That
is, we execute the collection program on a core that does
not handle interrupts. In this setup, we only observe halted
timestamp jumps, almost all of which exceed 30,000 cycles.
The absence of unhalted timestamp jumps on interrupt-free
cores indicates that such jumps are caused by interrupts.

In this work, we focus on halted timestamp jumps, which
we refer to as TimeGaps. We observe that TimeGaps are
much more frequent than jumps due to interrupts. Therefore,
in attack scenarios, when interrupts are enabled, we can
ignore jumps due to interrupts, treating them as measurement
noise. Accordingly, in the rest of this section, we investigate
TimeGaps in a noise-free 1sol-cpu environment.

Obs. 2: During over 94.3% of timestamp jumps, the
processor is halted, and no computation is performed.
We can therefore treat the remaining unhalted timestamp
jumps as noise.

We further examine the presence and inter-core synchro-
nization of TimeGaps on the Intel microarchitectures sum-
marized in Table I. Using the same collection procedure, we
collect a substantial number of TimeGaps on each platform.
To assess inter-core synchronization, we repeatedly select and
isolate two random physical cores, disable interrupts on both,
and simultaneously record TimeGaps over a 10-second inter-
val. On all platforms, we observe a one-to-one correspondence
between TimeGaps recorded on different cores. The start time
and duration of corresponding TimeGaps across cores differ
by an average of just 46.21 cycles and 0.69%, respectively.

[ Obs. 3: TimeGaps occur synchronously across all CPU }
cores.




C. TimeGaps Caused by CPU

We now turn our attention to identifying the root cause of
TimeGaps. Our starting point is the Intel Power Management
Guide [24], which states that during P-state transitions, no
instructions are processed on the core for a period of time.
Such TimeGaps were previously identified in the context of
CPU efficiency [15, 24, 27]. We now perform a sequence of
experiments to analyze the properties of such TimeGaps.

We begin by examining the correlation between P-state
transitions and TimeGaps under three different DVFS settings.
We use SSH to access the machines remotely, minimizing
interference from graphical user interfaces. When we use the
default DVFS settings, we observe 11,279 TimeGaps over
a 10-second interval. In contrast, in the freg-control
configurations, when we fix the CPU frequency, no TimeGaps
occur. To further support the hypothesis that the TimeGaps
we observe are due to P-state transitions, we repeat the
freg-control experiment, but now we switch between
two different frequencies at regular intervals. We observe that,
in this setting, TimeGaps occur at the same intervals as the
frequency transitions.

We then use the isol-cpu configuration to isolate two
cores. On one of the cores, we record the times of P-state tran-
sitions, by monitoring changes in the MSR_PERF_STATUS
register (MSR 0x198). On the other core, we run our
TimeGaps collection program (Listing 1). The observed transi-
tion sequences align closely, with differences bounded only by
clock sampling resolution. These results indicate that DVFS-
induced P-state transitions are a source of TimeGaps, with a
strong temporal correlation between the two.

We further examine individual P-state transition pairs and
find that different transitions yield characteristic TimeGap
durations. Within two hours across diverse workloads (idle
and stressed CPU via stress—-ng), we record 2,946,491
transitions and observe that each pair induces a characteristic
duration range. For example, 4.0 to 4.1 GHz transitions most
often produce about 35,000 cycles, whereas 4.4 to 4.3 GHz
transitions typically yield about 52,000 cycles. These ranges
are characteristic yet partially overlapping.

Obs. 4: A P-state transition is accompanied by a mea-
surable TimeGap, and different transition pairs exhibit
characteristic (albeit partially overlapping) distributions
of TimeGap durations.

D. TimeGaps Caused by iGPU

We now explore other potential causes of TimeGaps. To
that aim, we eliminate all P-state transitions by using the
freg-control configuration, with a fixed CPU frequency.
We find that on systems where the iGPU is used as the default
display device, TimeGaps continue to appear and correlate
with changes in iGPU frequency.

In our first experiment, we execute several workloads on
our test system. Specifically, we start with a random selection
of five st ress—ng benchmarks, covering CPU computation,
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Fig. 3. TimeGaps, iGPU frequency transitions, and P-state transitions ob-
served during the execution of an OpenCL function that runs for 0.1 seconds
every second on an i5-8259U at 2300 MHz.

memory, I/O, network, and system resource stress tests. We
execute the benchmarks for 10 seconds and then swap to
another random selection of five benchmarks. We repeat the
process five times, using a total of 25 benchmarks over a total
period of 50 seconds. We then switch to a video player and
play videos for a period of 100 seconds.

During the 150 seconds of the test, we run our TimeGaps
collection program (Listing 1). At the same time, we also run
a program that monitors the iGPU frequency by reading the
gt_cur_freq_mhz system file I Finally, on a third core,
we monitor P-state transitions using the PMC.

We observe no P-state transitions for the entire experiment.
We also do not observe TimeGaps when running the CPU load.
However, when playing videos, we observe TimeGaps, which
appear to be correlated with iGPU frequency transitions.

To further understand the relationship between TimeGaps
and GPU activity, we design the following experiments that
exercise the iGPU while pinning the CPU frequency.

'We note that the file is updated only once every approximately 0.3 ms.
Hence, our iGPU trace is only partial. An alternative approach is to use the
perf_event_open system call to track PMU events from the Intel i915
driver, which provides an update rate of 5ms.
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Fig. 4. Measured halted jumps (TimeGaps) on the i5-8259U at 2300 MHz
with iGPU workloads and under default DVFS without iGPU activity.

We first develop a program that executes an OpenCL
kernel function on the iGPU once per second. The kernel
runs the vector_add function to compute the sum of two
one-dimensional arrays, each of size 4. This allows us to
observe the system behavior under consistent and repeated
GPU workloads. Figure 2 shows the results of running this
code on an 15-8259U with integrated Intel UHD Graphics 630.
We observe that TimeGaps are synchronized across cores, in
the absence of P-state transitions. Additionally, we execute the
OpenCL function on the iGPU for 0.1 seconds every second
and monitor the iGPU frequency transitions on a separate core.
As shown in Figure 3, TimeGaps align with iGPU frequency
transitions.

Obs. 5: iGPU-related workloads cause TimeGaps and
they are synchronized across CPU cores under a fixed
CPU frequency. These TimeGaps are from iGPU fre-
quency transitions.

Next, we perform a comparison on the machines listed in
Table 1. After fixing the CPU frequency, we observe that
TimeGaps persist only on systems that use the iGPU to drive
the display (i15-8259U and 17-9750U). In contrast, on machines
featuring discrete GPUs, no TimeGaps are observed once the
CPU frequency is fixed. We further study a platform (i3-
10100) with both an Intel UHD Graphics 630 iGPU and
a GTX 1080 Ti discrete GPU (dGPU). On this system,
TimeGaps persist when the display is connected to the iGPU,
but disappear when the display output is handled exclusively
by the discrete GPU.

Obs. 6: Under a fixed CPU frequency, TimeGaps only
appear when iGPU is used to drive the display and vanish
when the display is handled exclusively by dGPU, tying
the phenomenon specifically to the iGPU/display power
domain.

Further, we study iGPU-induced TimeGaps from the
CPU core’s perspective using hardware performance coun-
ters. With the CPU frequency pinned on i5-8259U,
we run the OpenCL workload on the iGPU while
recording CPU_CLK_UNHALTED.THREAD and CPU_CLK_

UNHALTED .REF_TSC via the same program in Section III-B.
From these counters, we construct timestamp jumps and derive
the distribution of halted-time intervals. Figure 4 shows that
iGPU frequency transitions produce TimeGaps whose duration
distribution closely matches that of TimeGaps induced by CPU
frequency transitions.

I-DVEFS [15] provides evidence that CPU P-state transitions
cause TimeGaps because the SoC power-management unit
(PMU) temporarily halts CPU cores. Intel’s RAPL module
treats iGPU as a package-level power domain managed [26].
Combined with our observations above, we speculate that
iGPU DVFS is orchestrated by the same package-level PMU
as CPU P-states: when the iGPU requests a new frequency,
the PMU also halts CPU cores to maintain safe timing and
voltage margins, which manifests the TimeGaps we observe.
To further support this hypothesis, we conduct the following
experiments.

First, we rule out OS idle behavior as the cause of the
observed TimeGaps. On the Intel i5-8259U, we fix the CPU
frequency, keep the pinned CPU cores active, run OpenCL
workloads on the iGPU, and measure the active cores’ per-
core C1 and CIE residency. The C1/CI1E deltas remain zero
throughout the experiment, including during TimeGaps. This
indicates that the observed TimeGaps are not caused by OS-
managed idle states, such as MWAIT-driven C-states.

We then examine architectural evidence for shared package-
level coordination. Intel documentation for 8th-Gen U-
platform processors [22] describes Processor Graphics as an
on-package device and places both IA-domain CPU control/s-
tatus registers and GT-domain integrated graphics control/s-
tatus registers within the same package-level PMU register
space. This provides architectural context suggesting that TA
and GT domains are coordinated through the same package-
level PMU.

With the description above, still under fixed CPU frequency,
we run an OpenCL workload that repeatedly launches iGPU
kernels while minimizing CPU-side activity. Specifically, ker-
nels are submitted in batches to a single command queue
and synchronized only once per batch. As a result, the CPU
mainly performs kernel submission and waits for completion,
while the computation is executed by the iGPU. Under this
setting, the iGPU frequency frequently fluctuates within a
range between 1,017 MHz and 1,050 MHz, while CPU-side
activity remains low. This setup therefore isolates iGPU-side
DVEFS activity with minimal CPU involvement.

During execution, we repeatedly read the package and
core energy MSRs, MSR_PKG_ENERGY_STATUS (package
plane) and MSR_PPO_ENERGY_STATUS (core plane). For
each interval in which the energy reading changes, we record
the energy delta together with the corresponding start and end
timestamps (via rdtscp). We also record all TimeGaps and
classify the energy intervals into two groups with or without
a TimeGap. We then use the ratio between the energy delta
(A Epkg for package plane and AE.,. for core plane) and the
timestamp delta (At) as a power proxy. Across 20-second
runs with 270 TimeGaps on average per run, Figure 5(a) shows
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proxies (AEpg/At) for intervals with and without TimeGaps.

that the timestamp-delta distributions of the two groups are
comparable, with their mean values differing by only 0.12%.
In contrast, Figure 5(b) shows that the package-level power
proxy is significantly lower for intervals containing TimeGaps,
with an average reduction of 18.2% compared with intervals
without TimeGaps. Meanwhile, the core-plane power proxy
(AFEcore/At) remains low and relatively stable (an average
reduction of only 2.9%).

Together, these results support that iGPU DVEFS triggers a
short package-level coordination that temporarily stalls CPU
cores (TimeGaps) without OS-idle, explaining the DVFS
alignment and cross-core synchronization.

Obs. 7: Core-level events show that iGPU frequency
changes create halted-time intervals whose duration dis-
tribution closely matches that of CPU P-state—induced
TimeGaps, indicating a common package-level power-
management origin.

Finally, to confirm that TimeGaps due to iGPU activity can
coexist with TimeGaps from P-state transitions, we repeat
the experiments described in Section III-B in a noise-free
environment under the default DVFS configuration, but this
time while playing video. On our i5-8259U, which includes
an iGPU, we observe significantly more TimeGaps than P-
state transitions (1,949 vs. 1,148). We attribute this difference
to additional TimeGaps caused by iGPU activity.

Obs. 8: TimeGaps resulting from P-state transitions and
iGPU activities coexist if both sources are satisfied, or
appear alone if the other source is disabled (e.g., the CPU
frequency is fixed or the iGPU is not used).

IV. INFORMATION LEAKAGE CAUSED BY TIMEGAPS

We now analyze the leakage capabilities of the TimeGaps
side channel. We construct two settings: one under the default
DVES system configuration and another with restricted CPU
frequency, representing a system with countermeasures against
side channels based on CPU frequency, specifically by fixing
the CPU frequency or disabling Turbo Boost. We first show
that, under the default DVFS configuration, TimeGaps ex-
hibit capabilities comparable to recent CPU-frequency-based

attacks, such as Hertzbleed [49], particularly in distinguishing
data-dependent variations, including differences in Hamming
weights (HW) and Hamming distances (HD). We further show
that TimeGaps continue to reveal instruction and data-level
information even when CPU frequency scaling is restricted.
Importantly, commodity Intel systems currently lack mecha-
nisms to reliably fix iGPU frequency, rendering this vector
difficult to mitigate from user space?.

A. Threat Model and Assumptions

Our attacks target Skylake-derived microarchitectures,
where TimeGaps are synchronized across all cores and arise
from both CPU and iGPU frequency transitions. We assume an
unprivileged attacker who executes either a native process on
the victim machine or JavaScript within an attacker-controlled
webpage that the victim visits. Consequently, the attacker
cannot modify the victim’s system under both environments,
e.g., disabling DVFS or Simultaneous Multithreading.

For the default DVFS scenario, we assume that the DVFS
policy is enabled by default. For the restricted CPU frequency
scenario, we assume the system operates at a fixed CPU
frequency and employs the iGPU for display output. We make
no assumptions about the number of victim threads or the
specific core on which the victim process executes. Besides,
interrupts are themselves a well-known leakage source [8]. In
experiments with an interrupt-free environment, the attacker is
pinned to an isolated core with interrupts removed, reflecting a
system-level mitigation against interrupt-based side channels.

B. Unprivileged Detection

Both methods used in Section III to filter unhalted jumps
require privileged access, which is disallowed in our threat
model. We now present the unprivileged techniques used in
the rest of this paper to observe TimeGaps.

In the native environment, we use the collector program in
Listing 1 to collect TimeGaps and use SegScope [57] to filter
interrupts. SegScope observes that when the processor returns
from an interrupt, transitioning from kernel space back to user
space, the segment registers such as GS are cleared to 0. To
leverage this behavior, we set GS to a nonzero value (e.g.,
1) before reading the timestamp counter. For each detected
timestamp jump, we examine the value of GS. If it remains 1,
we classify the jump as a TimeGap rather than an interrupt.

In a browser scenario where neither SegScope nor high-
resolution timers are available, we use a loop-counting pro-
gram [8], implemented in JavaScript with millisecond preci-
sion, to detect TimeGaps. The code measures computational
throughput by counting how many iterations of an empty loop
can be completed during fixed time intervals. We observe
that TimeGaps significantly affect the loops: when a TimeGap
occurs, the CPU halts, resulting in fewer completed iterations

2We note that on Intel iGPUs using the i915 driver, even when the
maximum and minimum iGPU frequencies are set to the same value via
the gt_min_freq mhz and gt_max_freqg mhz interfaces, the iGPU
frequency still varies in the presence of iGPU workloads.



and lower counter values. To validate this, we simultane-
ously collect TimeGaps and loop counters under the default
DVES setting while accessing 100 different websites. Fish
and Chips [13] reports a highest correlation of —0.49 £ 0.11
between loop-counter values and interrupt-handling time. In
comparison, our Pearson correlation between the total dura-
tion of TimeGaps and loop-counter values is —0.70 £ 0.06,
indicating a strong negative linear relationship where longer
TimeGaps consistently lead to lower loop-counter values.

C. Distinguishing Data under Default DVFS Settings

We explore whether TimeGaps can leak information about

different data being processed by the same instructions, par-
ticularly data with varying Hamming distances (HD) and
Hamming weights (HW).
Experiment Setup. We use the code described in Sec-
tion IV-B to collect TimeGaps and compute CPU frequency
using the MSR_TIA32_MPERF and MSR_TIA32_APERF regis-
ters. In each experiment, a consistent set of ALU instructions
(referred to as the sender) is executed in a loop across all cores,
with varying input data. We sample the CPU frequency at 1 ms
intervals and collect 30,000 data points for each experiment,
while concurrently gathering TimeGaps information.

Past works have demonstrated that the power consumption
of digital circuits tends to correlate with the number of 1
bits in the data being processed and with the number of bits
in which consecutive data values differ, known as Hamming
Weight (HW) and Hamming Distance (HD), respectively [49].
To demonstrate the correlation of HD with TimeGaps, we
implement a sender that alternates between the SHLX and
SHRX instructions, which shift bits left and right, respectively.
These instructions operate on a second source register with
a fixed value of 0x0000ffffff£ff0000, containing 32
ones surrounded by 16 zeros on each side. The shift amount,
provided by a separate register, varies from 0 to 16 across
iterations. Although the total number of ones remains constant
during shifting, the number of bit transitions between the input
and output changes with the shift amount. This setup allows
us to evaluate the impact of varying HD without confounding
it with changes in Hamming Weight. We also note that on our
test platforms, SHLX and SHRX execute on different ports
(port 0 and port 6, respectively), and are issued in alternating
pairs to maintain balanced usage.

To analyze the correlation with HW, the sender uses bitwise
OR instructions between the source and destination registers,
storing the result in the destination register. All OR instructions
use the same inputs and outputs, avoiding bit transitions. This
design ensures that we can test different HW in the source
registers without introducing the effects of HD.

Experiment Results. Figure 6 shows that the frequency of
TimeGaps is strictly proportional to the Hamming distance.
Specifically, the larger the HD, the lower the frequency of
transitions. The number of TimeGaps, though not strictly
proportional to HD, can still be distinguished. As illustrated
in Figure 6(b), the number of TimeGaps initially rises and
then falls with increasing COUNT values. For example, from
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Fig. 7. Effect of increasing HW on our i7-9750H.

COUNT 10 to 15, the recorded gaps are 5.77, 3.40, 2.10, 4.00,
5.43, and 7.93, respectively, showing clear variability.

Figure 7 presents the results as the HW increases from 0
to 64, analyzing two scenarios where the 1s start from the
least significant bit (LSB) and the most significant bit (MSB).
We observe a notable increase in the number of TimeGaps
and a corresponding decrease in the frequency with rising
HW. We believe that the reason behind this is the frequency
demonstrates more pronounced fluctuations at lower levels,
which consequently leads to more TimeGaps.

D. Distinguishing Instructions and Data with Fixed CPU
Frequency

We next investigate whether instructions and data can be
distinguished by monitoring TimeGaps on CPU cores under
fixed CPU frequency or with Turbo Boost disabled.
Experiment Setup. To distinguish between different in-
structions, we construct two separate 1-dimensional OpenCL
workloads: Int that repeatedly performs integer addition
operations, and Float that performs repeated floating-point
additions. To distinguish between different data values, we
vary the Int workload by using two operands: one re-
peatedly adds the constant value 1, while the other adds
a large immediate operand, Oxfffffff. While executing
these workloads on the iGPU, we concurrently monitor the
iGPU’s frequency by reading gt_cur_freqg_mhz, track
iGPU power consumption using perf_event_open on the
PMU event power/energy—gpu, and collect TimeGaps at
1 ms intervals.

Experiment Results. Figure 8 shows the iGPU power con-
sumption, iGPU frequency, and the total duration of TimeGaps
collected on the CPU every 1ms while executing different
instruction types. The int and float workloads exhibit
distinct power consumption profiles. Specifically, 83.8% of
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int’s power measurements fall within the 0.020-0.030 W
range, whereas 55.0% of float’s power measurements fall
within the 0.015-0.025 W range. In terms of frequency be-
havior, float workloads more frequently sustain higher
frequencies such as 1050 MHz and 1017 MHz, whereas int
workloads are more often observed at 1000 MHz. Further,
float instructions induce significantly more TimeGaps than
int. The average TimeGap duration over a 10-second window
is 1.3 ms for the float workload, compared to 5.0 ms for
int.

As shown in Figure 9, the Oxff£f£f£ff and 1 operand ad-
dition workloads produce distinct iGPU power and frequency
behaviors. The power-consumption distribution curves show
clearly separated peaks, indicating a significant shift in typical
power-usage patterns between workloads. The Oxfffffff
operand workload is associated with sustained operation at
higher frequencies, particularly around 1050 MHz, whereas
the 1 operand workload predominantly runs at 1017 MHz and
1000 MHz. In terms of TimeGaps, the Oxfff£fff workload
yields a greater number of TimeGaps. Over a 10-second
interval, it accumulates 3.6 ms of TimeGaps, which is 2.8x
the length recorded during the 1 operand workload.

We also repeat the above experiments with Turbo Boost
disabled and without constraining the CPU frequency. The
results closely match those obtained under fixed-frequency
execution at the base clock. A plausible explanation is that,
in the absence of Turbo Boost, the CPU remains within its
thermal and power limits, resulting in minimal or no frequency
transitions during the measurement period.

V. ATTACKS WITH FIXED CPU FREQUENCY
A. Pixel Stealing Attack

Browsers may cache site-specific user information locally
to improve performance. However, if a user visits an attacker-
controlled page that embeds a victim page in a cross-origin
iframe, a pixel-stealing attacker can influence how the
iframe is rendered and observe the resulting side effects,
thereby reconstructing the victim page. For example, the
attacker can magnify each pixel region of the iframe and
apply a shader or filter such as a Gaussian blur. Rendering
different pixel values generates different iGPU workloads, thus
different TimeGaps. By applying rendering operations whose
cost depends on the sampled pixel value and correlating the
resulting TimeGaps, we can infer each pixel’s value and recon-
struct the framed content, even though the frame itself remains
inaccessible under same-origin policies [6, 47, 50, 51, 51].

While prior works have explored power- and frequency-
based side channels on x86 CPUs [6, 50], they have limi-
tations. Wang et al. [50] rely on CPU frequency variations
induced by the iGPU and can be mitigated by fixing the
CPU frequency, whereas Chun et al. [6] depend on Windows-
specific scheduling behavior and are not applicable to Linux-
based systems. In this section, we present the first attack
capable of recovering pixels from a cross-origin page on x86
CPUs under fixed-frequency settings in a Linux environment.
Experimental Setup. We conduct our experiments on an In-
tel 15-8259U machine using Mozilla Firefox 136.0.1. All CPU
cores pinned to the base frequency using the performance
governor. Our attack proceeds in two stages: a native proof-
of-concept (PoC) validation and an end-to-end pixel stealing
phase, using the techniques outlined in Section IV-B. In the
validation phase, we collect iGPU frequency and TimeGaps at
1 ms intervals during the rendering of different pixel values in
a native setting to assess their distinguishability. In the end-
to-end browser-based attack, we first establish a ground-truth
timing threshold using controlled measurements, then apply
this threshold to classify individual pixels embedded within
an iframe, whose content is protected by the same-origin
policy and therefore not directly accessible.

Specifically, we sequentially select each pixel from the
target page and use CSS to convert it into a grayscale value of
either black or white. We then apply a CSS scale transform
to enlarge the selected pixel to a 2000x2000 iframe and
overlay it with a random image using the feComposite
filter. In the rendering thread, a chain of feGaussianBlur
filters is repeatedly applied to the composed image. Black
pixels remain black after composition, whereas white pixels
reveal the underlying random image in the resulting frame.
Experimental Results. In the native PoC phase, as shown in
Figure 10, rendering white pixels leads to a stable high iGPU
frequency (the iGPU frequency remains at 1050 MHz in 67.0%
of samples), whereas rendering black pixels frequently fluctu-
ates between 300 and 1050 MHz. Consequently, we observe
1.65x as much accumulated TimeGap duration when rendering
black pixels as when rendering white pixels, with an average
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Fig. 11. Results of our pixel stealing attack on Mozilla Firefox, retrieving
visual content from a cross-origin iframe.

TimeGap duration of 7.5 ms per CPU second during black-
pixel rendering. These observations demonstrate the feasibility
of translating TimeGaps into fine-grained differentiation.

In the browser phase, we achieve a recovery speed of 4.38
seconds per pixel with an error rate of 1.78%. As shown in
Figure 11, our end-to-end attack reconstructs a 48x48 pixel
region from a cross-origin iframe within 2.8 hours. Our
results are comparable to prior frequency-based work. Hot
Pixels [47] reports 8.1 to 22.6 seconds per pixel, while Wang
et al. [50] reports 0.86 to 3.07 seconds per pixel. These studies
focus on recovering small, stable UI regions such as elements
in an inbox-style interface rather than full pages.

B. Website Fingerprinting Attack

Website fingerprinting attacks leverage statistical methods
to identify the websites a user visits. Our key insight is that
rendering different websites produces distinguishable CPU and
iGPU workloads, and therefore distinct TimeGaps. Although
prior coarse-grained execution-speed measurement website
fingerprinting attacks attribute their causes largely to CPU
frequency scaling [10] and interrupt handling [8], we have
shown in Section IV-B that TimeGaps are also a major
contributor to such measurement under default settings.

In this section, we demonstrate that TimeGaps can be ex-
ploited for website fingerprinting even under fixed-frequency
settings and in the absence of interrupts. We collect TimeGaps
under both native and browser environments, as described
in Section IV-B. For comparison, we evaluate them against
DF-SCA [10], which leverages the unprivileged cpufreq
interface to access real-time CPU core frequencies. Aligned
with existing work [8, 10, 44, 57, 58], we assume that the
attacker uses DNNs as classifiers for website fingerprinting.
During the offline phase, we collect sufficient TimeGaps data,
together with other relevant data, as we visit different websites

TABLE II
TOP-1 CLASSIFICATION ACCURACY (AVERAGE * STANDARD DEVIATION)
UNDER TWO ATTACK SCENARIOS.

Fixed Frequency Default Setting

Data Source

Chrome Tor Chrome Tor
TimeGaps (native) 922+0.7% 87.4+£0.9% 98.0£0.9% 85.2+1.0%
TimeGaps (browser) 923+0.7% 882+12% 95.4+0.8% 65.44+0.8%
Frequency [10] 1.1+0.1% 1.0+£0.1% 93.34+0.5% 63.0+1.5%

to train the model. In the online phase, the trained model is
used to predict which website has been accessed.
Experimental Setup. We conduct our experiments on an
Intel Core 17-7700 machine, using both Chrome and the Tor
browser. We select the top 100 active, non-explicit websites
from the Alexa Top 150 list [8]. On Chrome, we collect 100
traces per website, each lasting 15 seconds, while on Tor, each
trace lasts 30 seconds. During each trace, we visit a website
and use our attacker program to record, every 500 ps, the
total duration of TimeGaps in the native environment, the
loop-counter values in the browser, and the CPU frequency
by reading scaling_cur_freq [10].

For data processing, we implement the same Long Short-
Term Memory (LSTM) model featuring 32 units as prior
works [8, 44, 57], and maintain identical hyperparameters.
During our evaluation, we split the data into ten folds, using
one fold as the test set and dividing the rest into an 81%
training set and a 9% validation set. This process is repeated
iteratively for each fold, and we calculate the average accuracy
across all ten folds to establish the final accuracy.
Experimental Results. As shown in Table II, under the
fixed frequency setting, TimeGaps collected natively achieve
accuracy comparable to those inferred via the counter-based
approach in the browser, reaching 92.2+0.7% on Chrome.
Although Tor Browser introduces noise such as unpredictable
data packets to protect user anonymity, which reduces finger-
printing accuracy, we still achieve 87.4+0.9%. In addition, the
accuracy under the fixed frequency setting is higher than under
default DVFES. This is because Tor’s injected noise may cause
bursty CPU activity that perturbs CPU frequency, while fixing
the CPU frequency removes this DVFS-induced fluctuation,
resulting in cleaner traces and higher accuracy.

C. Keystroke Detection

Characters can be reliably inferred from distinctive patterns
in inter-keystroke timing [45]. In line with prior works [10,
32, 39, 40, 42], we focus on demonstrating keystroke timing.
We assume a fixed-frequency scenario, where the frequency-
based detection [10] is ineffective. Besides, we actively remove
the keystroke interrupts on the attacker core to avoid the
assumption about which core the attack process is running
on. This mitigates all single-core interrupt-based keystroke
attacks [32, 40, 42], with the exception of the approach by
Rauscher et al. [39], which targets the latest CPU architectures
to detect cross-core interrupts.
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Fig. 12. TimeGaps sequence vs. recorded keystroke timing and keystroke
values on the i5-8259U CPU.

Our attack targets a victim who physically enters a password

using the keyboard. In this scenario, each keystroke results in
an asterisk appearing on the screen. This activity is likely to
trigger iGPU frequency transitions, which can be indirectly
observed through the appearance of TimeGaps.
Experimental Setup. We run our attack on the Intel i5-
8259U machine equipped with an Intel Iris Plus 655 integrated
GPU. We collect TimeGaps on an arbitrary core while a human
types on the keyboard. To validate our results, we concurrently
run another program that reads the keyboard device file and
records the press and release times, along with the values of
each keystroke. For our end-to-end evaluation, we manually
typed 1,687 times within 700 seconds.
Experimental Results. Figure 12 shows the TimeGaps we
collected while typing “side channel” in the graphical terminal.
The orange letters correspond to the times of key presses,
while the blue lines indicate the lengths and occurrence times
of TimeGaps. It can be seen that we can easily extract the
typing patterns through TimeGaps. Specifically, our keystroke
detection achieves a precision of 84.6%, a recall of 99.6%,
an F1 score of 91.5%, and a temporal standard deviation of
5.56 ms, which is comparable to [39], reporting a precision
of 97.6%, a recall of 98.3%, an F1 score of 98.2%, and a
temporal standard deviation of 6.15 ms. This means that we
are also able to infer the typed characters.

VI. ATTACKS UNDER DEFAULT DVFS SETTINGS
A. Website Fingerprinting Attacks

Using the same setup as in Section V-B, except under default
DVFS, we evaluate the effectiveness of TimeGaps for website
fingerprinting. As shown in Table II, TimeGaps collected in the
native environment achieve the highest website identification
accuracy among all data sources, reaching 98.0 + 0.9% on
Chrome and 85.24+1.0% on Tor, demonstrating that TimeGaps
are a previously undocumented main leakage source.

Furthermore, as discussed in Section III-C, TimeGap dura-
tions also carry information about the magnitude of frequency
transitions. In addition, they can capture each transition in
real time. Consequently, TimeGaps collected natively provide
strong capability for rapid recognition. Using only a 0.1-
second data window, TimeGaps (native) achieve a Top-5 accu-
racy’ of 57.1+3.5%, significantly outperforming counter val-

3Top-5 accuracy refers to the probability that the correct website is among
the top five predictions.

ues (31.8+2.3%) and frequency data (18.2+1.0%). Moreover,
TimeGaps (native) reach over 90% Top-1 accuracy within
the first 1.3 seconds of each trace, whereas achieving similar
accuracy requires 2.6 seconds using counter values and 3.7
seconds using frequency data.

B. Extracting Cryptographic Keys

We now apply TimeGaps to extract cryptographic keys by
leveraging data-dependent CPU frequency transitions. Specif-
ically, we show how to recover the secret key from the Super-
singular Isogeny Key Encapsulation (SIKE) implementation
in Cloudflare’s Interoperable Reusable Cryptographic Library
(CIRCL) [12]. Although it has been proven to be breakable
by cryptographic attacks [2], we note that its secret-dependent
power behavior continues to make it a valuable target for
recent side-channel analysis [0, 49, 57].

Specifically, SIKE is a post-quantum key encapsulation
mechanism, where the secret key is a 378-bit binary integer
m in the case of SIKE-751. If the i-th and (i — 1)-th bits of
m differ (m; # m;_1), the (i + 1)-th step of the Montgomery
ladder will produce a zero value, causing a stall in the decryp-
tion process and resulting in reduced power consumption. In
contrast, if m; = m;_1, the computation proceeds normally
with higher power consumption.

Experimental Setup. Aligned with previous work [49, 57],
we execute our attack program while CIRCL spawns 300
concurrent go routines and utilizes 10 randomly generated
378-bit keys. We collect TimeGaps during each bit-guessing
attempt. The evaluation is carried out on our 15-82590U,
accessed via SSH to minimize iGPU noise.

Experimental Results. We analyze the distribution of the
total duration of TimeGaps to distinguish cases where the i-th
and (i — 1)-th bits of m differ or are equal. When m,; # m;_1,
a zero value is produced, stalling execution and causing the
processor to operate in a more variable frequency environment.
In this case, the probability that no TimeGaps occur is 95.48%.
In contrast, when m; = m;_1, the processor runs more stably,
and the probability of no TimeGaps increases to 96.14%.
Ultimately, to recover the full key, we only need to determine
whether the first bit is 0 or 1, significantly reducing the search
space to just two possibilities.

VII. COMPARISON WITH RELATED WORK

We compare TimeGaps with prior frequency- and power-
based side channels, particularly Hertzbleed [49] in terms of
observation primitives, prerequisites, and channel strengths.

Observation Primitives. Unprivileged frequency interfaces,
such as cpufregq, provide millisecond-level granularity and
may miss short DVFES transitions [10]. In contrast, execution-
time or loop-counting inference provides finer granularity but
mixes frequency effects with interrupt noise [47, 49, 50].
In our browser setting of Section IV-B, we reuse the same
loop-counting primitive as [8] and show that dips in loop
counts primarily reflect halted-time TimeGaps (including those



induced by iGPU DVEFS) rather than interrupts alone. So
TimeGaps separates halted intervals from interrupt effects.

Further, the execution-time proxies generally conflate three
factors: frequency-dependent progress, halted time during
DVES transitions (TimeGaps), and interrupt handling. To
quantify them, we rerun our website-fingerprinting under de-
fault DVFS and the same fingerprinting setup as Section V-B,
while logging the timing with CPU frequency, total TimeGaps
duration, and interrupt-handling duration. We then compute
the Pearson correlation coefficients between the timing mea-
surements and each variable. A positive coefficient indicates
a direct relationship, whereas a negative coefficient indicates
an inverse relationship. The magnitude of the coefficient
reflects the strength of the association. Across 100 sites, the
timing correlates with frequency (0.61 £ 0.05), TimeGaps
(—0.71%0.06), and interrupts (—0.3710.07). This shows that
in this case, timing is more associated with DVFS-transition-
induced halted time than with frequency alone. Clearly, this is
an association measure, not a causal decomposition.

Prerequisites. Hertzbleed exploits frequency-dependent ex-
ecution timing caused by data-dependent CPU DVES. There-
fore, fixing the CPU frequency mitigates the channel. Prior
iGPU-related frequency effects reported in [50] similarly arise
when the CPU is stressed near thermal limits and can also be
neutralized by fixing CPU frequency. In contrast, TimeGaps
exploit transient halted-time intervals during DVFS coordina-
tion, including iGPU-induced DVFS events. Thus, TimeGaps
do not require CPU stress and remain observable under fixed
CPU frequency, exposing a leakage source beyond steady-state
CPU frequency changes.

Channel Strengths. On the i5-8259U under default DVFS,
we exploit TimeGaps to build a covert channel, achieving 50
bps with a 0.35% error rate, comparable to Hertzbleed [49],
which reports 28.41 bps with a 0.53% error rate. For side-
channel attacks, TimeGaps remain effective under fixed CPU
frequency. As in Section III-C, TimeGap durations also corre-
late with transition magnitude, enabling faster detection than
coarse polling or noisy loop-counting baselines.

VIII. DISCUSSION AND FUTURE WORK
A. TimeGaps Under Different System Workloads

The aforementioned evaluations were conducted on an
otherwise clean system, without stressing the CPU or iGPU.
In this section, we examine how TimeGaps behave under
varying CPU and iGPU utilizations, thereby assessing their
resistance to noise. We first sweep CPU utilization under
default DVFS, and then fix the CPU frequency while sweeping
iGPU utilization across multiple CPU-load settings.

Under default DVFS, we collect TimeGaps and P-states
separately on a pinned core, while using stress-ng
——cpu-load to control the CPU utilization of all other
cores. As shown in Figure 13(b), higher CPU utilization
leads to fewer TimeGaps. In Figure 13(a), we observe an
approximately one-second delay between a change in CPU
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Fig. 13. The effect of CPU utilization on TimeGaps under default DVFS
(Intel Core i5-8259U). CPU Utilization is swept from 0% to 100% in
25% increments, each held for 10s. Orange numbers report the mean CPU
frequency (MHz) and TimeGap count per 10-s window and blue numbers
indicate the enforced utilization for that window.
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Fig. 14. The effect of iGPU utilization on TimeGaps with CPU frequency
fixed at 2.30 GHz (Intel Core i5-8259U). iGPU utilization is swept from 0%
to 100% in 25% increments, each held for 10s. Figure 14(a) and Figure 14(b)
show results at 0% and 100% CPU utilization, respectively. Orange numbers
report the TimeGap count per 10-s window and blue numbers indicate the
enforced iGPU utilization.

utilization and the corresponding frequency change. This delay
is expected because the CPU needs time to accumulate heat
and reach the thermal limit, after which frequency change is
triggered.

Under fixed CPU frequency, we vary the duration of

OpenCL kernel execution within each one-second interval
to change the average iGPU utilization, while keeping CPU
utilization constant. As shown in Figure 14, the number
of TimeGaps is strongly correlated with iGPU utilization,
whereas CPU utilization of either 0% in Figure 14(a) or
100% in Figure 14(b) has a limited effect. These results show
that TimeGaps remain stable under fixed workloads and that
iGPU-induced TimeGaps are relatively robust against CPU-
side noise.
Website Fingerprinting Attack under Noise. Since we
focus on iGPU-induced TimeGaps, we evaluate the attack
in the fixed-frequency setting and perform native website-
fingerprinting experiments under varying iGPU utilization in
Chrome. We maintain 25% CPU utilization and inject light
(25%), medium (50%), and heavy (75%) iGPU loads as
noise. The resulting accuracies are 88.3+1.2%, 82.5+1.2%, and
82.4+1.8%, respectively. While these are lower than that of
the non-noise attack (92.2+0.7%), the sustained performance
above 82% demonstrates the robustness of TimeGaps against
concurrent system noise.

B. TimeGaps Robustness Under Randomization Defense
Injecting random delays or noisy instructions is effective



in obfuscating execution timing. However, TimeGaps are
derived from halted-time intervals, so such randomization
does not directly remove the underlying halted-time events.
To empirically evaluate robustness against randomization, we
adopted the technique from prior work [8], which instantiates
randomization-induced jitter in browser workloads by schedul-
ing thousands of network pings at random intervals. This gen-
erates asynchronous interrupts and network latency, disrupting
browser execution. Across 100 websites, the average page load
time increases from 3.03 s to 3.73 s (23.1% overhead).

We further compare three signals under the defense with
fixed CPU frequency and the same website fingerprinting
setup in Section V-B: total TimeGaps duration, loop-counter
values, and interrupt-handling time. The resulting fingerprint-
ing accuracies are 83.1£1.3%, 79.0+£1.3%, and 61.2+1.4%,
respectively. TimeGaps accuracy decreases from 92.2+0.7%
to 83.1£1.3% under the defense, with the reduction mainly at-
tributable to noise-induced variability in rendering. TimeGaps
remains the most robust signal among the three.

C. Affected Platforms

We demonstrate that TimeGaps rooted in P-state transitions
exist across all modern Intel Core generations, from the 7th
to the 14th. However, on 12th—14th Gen processors (including
the 19-12900K with Alder Lake, i7-13700K with Raptor Lake,
and i9-14900K with Raptor Lake Refresh), cross-core synchro-
nization of TimeGaps disappears. We speculate that Intel has
shifted from earlier designs with a single shared frequency and
voltage domain to per-cluster domains. As a result, frequency
and voltage changes are now confined to individual domains,
so a stall on a core within a domain no longer propagates
to its neighboring domains. These separate clock and voltage
islands, managed by the PCU/HWP, also suppress iGPU-
induced TimeGaps: after fixing the CPU frequency, TimeGaps
are no longer observable across CPU cores.

While we do not observe TimeGaps on the newer Intel gen-
erations above, we can construct a cross-VM covert channel
on the 19-14900K through workload-induced CPU frequency
behavior. The two VMs are launched using [4]. The sender
VM is allocated 28 cores, while the receiver VM is allocated
4 cores. To transmit bit 1, the sender generates sustained high
CPU utilization across its assigned cores. To transmit bit 0,
it enters a low-activity phase. Because intensive workloads
below the thermal limit tend to keep the CPU at higher
operating frequencies, whereas lighter workloads lead to larger
frequency fluctuations, the receiver can distinguish the two
states. Using this channel, we transmit 1 KiB of random data
and achieve 0.2 bps with a 0.00% error rate, averaged over 10
runs, comparable to [56].

As our future work, we will evaluate other non-Intel plat-
forms such as Apple and AMD CPUs.

D. Mitigation

To mitigate TimeGaps, a straightforward way is to constrain
timers, thereby preventing the attacker from observing the

halted time [8, 39, 55, 57]. However, disabling these timers
may negatively impact legitimate applications.

An alternative is to improve the hardware implementation
to eliminate/reduce the CPU halted time. For instance, starting
with the 3rd generation Xeon CPUs, Intel has optimized
P-state transitions to reduce the voltage/frequency transition
latency from roughly 12 ps to nearly Ous [23]. I-DVFES [15]
also proposes a hardware design to reduce P-state transition
latency. Besides, to eliminate the TimeGaps leakage caused by
iGPU activity, a discrete GPU can be used for display. Both
approaches, however, introduce additional costs for manufac-
turers or users, and do not protect legacy platforms.

IX. CONCLUSION

In this work, we introduce TimeGaps—periods during
which the CPU is halted and no computation occurs. We
identify two causes of TimeGaps: CPU and iGPU frequency
changes, and find that TimeGaps are synchronized across
all cores on Skylake-derived microarchitectures. We further
demonstrate that TimeGaps constitute an effective side channel
for information leakage. Compared to interrupt-based side
channels, our attacks are not constrained to a specific core.
Compared to CPU-frequency-based side channels, our attacks
remain effective even when the CPU frequency is fixed.
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APPENDIX
A. Abstract

This artifact contains the source code, build scripts, data
collection tools, and evaluation scripts to reproduce the key
experiments from our paper. The artifact demonstrates that
(1) Intel CPUs experience frequent halted periods during
which the CPU performs no computation at all. We call these
halted periods TimeGaps. TimeGaps are caused by CPU and
iGPU frequency transitions (Section III, Figure 1 and Fig-
ure 3); (2) TimeGaps leak information about CPU and iGPU
workloads (Section IV); and (3) TimeGaps enable website
fingerprinting attacks with high accuracy under both default
DVFS and fixed CPU frequency settings (Section V and
Section VI). All experiments are automated via shell scripts
and Python programs, producing figures and classification
accuracy results that match the paper’s findings.

B. Artifact check-list (meta-information)

o Algorithm: TimeGaps detection via rdt scp loop with threshold-
based filtering; SegScope-based interrupt filtering; Random Forest
/ LSTM classification for website fingerprinting.

e Program: Custom C collectors (gaps_collector_pmc,
gaps_collector_5ms), Python automation (attacker.py),
OpenCL workload generator. Adapted from bigger—£fish [Cook
et al., ISCA 2022].

« Compilation: GCC (any version > 9.0), standard make.

o Binary: Compiled from source on the target machine. Not OS-
specific beyond Linux x86_64.

« Data set: Top 100 Alexa websites (list included). Data is collected
live during experiments.

« Run-time environment: Linux (Ubuntu 20.04/22.04), Python
3.10+, Google Chrome with ChromeDriver (for website finger-
printing). Secure Boot should be disabled in BIOS/UEFI because
Linux kernel lockdown may block the user_rdpmc kernel mod-
ule and restrict MSR operations.

« Hardware: Intel CPU, 6th to 10th generation (Skylake-derived),
with integrated GPU (iGPU) only (no discrete GPU). Ubuntu with
GUI desktop environment enabled. Tested on Core 15-8259U Core
i7-9750H, and Core i7-7700. Root access required.

« Run-time state: Sensitive to system load, interrupt delivery, and
CPU/iGPU frequency governor settings. Experiments should run
on an otherwise idle machine.

« Execution: Process pinning via taskset. Some experiments
require sudo.

o Metrics: Classification accuracy (%), TimeGap duration (cycles),
P-state transition count, scatter plots, bar charts.

o Output: PNG figures and console-printed accuracy. Expected
outputs documented in each experiment’s README.

« Experiments: Automated via shell scripts and Python. Each ex-
periment has a dedicated README with step-by-step instructions.

« How much disk space required (approximately)?: <500 MB
(source <1MB; collected data ~100 MB per experiment).

« How much time is needed to prepare workflow (approxi-
mately)?: 15 minutes (install dependencies, build).

« How much time is needed to complete experiments (approx-
imately)?: ~2 hours total. Understanding TimeGaps: ~10min;
Information leakage: ~6 min; Website fingerprinting: ~70 min.

« Publicly available?: Yes.

o Code licenses (if publicly available)?: MIT.

o Archived (provide DOI)?: https://zenodo.org/records/19701722

C. Description

1) How to access: The artifact is publicly available at:
https://zenodo.org/records/19701722 (Zenodo archive).

2) Hardware dependencies: An Intel CPU of 6th to 10th
generation (Skylake-derived microarchitecture) with an inte-
grated GPU is required. The CPU must support rdt scp and
MSR access. Root/sudo access is needed for MSR operations
(wrmsr/rdmsr), CPU frequency control (cpufreg-set),
kernel module loading, and core isolation. For E1 experiments
that use the user_rdpmc kernel module or MSR access,
Secure Boot may need to be disabled because kernel lockdown
can block these operations. A physical display is required for
Chrome-based website fingerprinting. Minimum 4 GB RAM.

3) Software dependencies:

e Ubuntu 20.04 or 22.04 LTS (kernel > 5.4)

e build-essential, linux-—headers, msr-tools,
cpufrequtils, stress—-ng

o Intel OpenCL runtime: opencl-headers,
ocl-icd-opencl-dev, intel-opencl-icd

e Python 3.10+ with numpy, pandas, matplotlib,
scikit-learn, selenium, tgdm, pyopencl

o Google Chrome (stable) + matching ChromeDriver (website
fingerprinting only)

No proprietary software is required.

4) Data sets: No external datasets are needed.
Website lists (Alexa Top 100) are included in
sites/closed_world.csv. All timing data is collected
live during experiments.

D. Installation

# System packages

sudo apt update && sudo apt install -y \
build-essential linux-headers-$ (uname -r)
msr-tools cpufrequtils stress—-ng \

\


https://zenodo.org/records/19701722
https://zenodo.org/records/19701722

opencl-headers ocl-icd-opencl-dev \
intel-opencl-icd python3 python3-pip

# Python packages
pip install numpy pandas matplotlib \
scikit-learn selenium tgdm pyopencl

# Load MSR module
sudo modprobe msr

# Build:
run make

enter each subdirectory and \

For the Section III.B experiment, also build and load the
user_rdpmc kernel module:

cd understanding_timegaps/\
halted_time_analysis/\
user_rdpmc

make && sudo insmod user_rdpmc.ko

E. Experiment workflow

The artifact is organized into three groups corresponding
to the paper’s sections. Each group contains automated scripts
that collect data and produce output figures or accuracy results.

1) El: Understanding TimeGaps (Section IlI).:

o Ela (Figure 1): Run gaps_collector_pmc to clas-
sify timestamp jumps as halted vs. unhalted. Output:
scatter plot.

e« E1b (Section III-C): Run collect_pstate.sh to
show TimeGaps and P-state correlation across cores.
Output: correlation plot.

o Elc (Figure 3): Run collect_pstate_opencl.sh
with OpenCL workload under fixed CPU frequency.
Output: iGPU transition plot.

2) E2: Information Leakage (Section IV).:

e E2a: Run collect_cpu_workload.sh to distin-
guish CPU activity levels via TimeGaps.

e E2b: Run collect_igpu_workload.sh to distin-
guish iGPU utilization levels under fixed frequency.

3) E3: Website Fingerprinting (Section V and Section VI).:
Run python3 attacker.py under default and fixed CPU
frequency. The script automates browser control, data collec-
tion, and accuracy evaluation.

F. Evaluation and expected results

o« Ela (Figure 1): The scatter plot should show that
the majority of timestamp jumps are halted (neither
CPU_CLK_UNHALTED counter increases), with durations
concentrated in the 30,000 to 90,000 cycle range.

o E1b: The three subplots (TimeGaps on Core 3, TimeGaps
on Core 4, P-state transitions on Core 2) should exhibit
matching temporal patterns, confirming synchronization.

o Elc (Figure 3): Under fixed CPU frequency, P-state transi-
tions should be zero while iGPU frequency transitions and
TimeGaps show consistent trends.

o E2a/E2b: Bar charts should show clearly distinguishable
TimeGap patterns across different CPU stress levels and
iGPU utilization levels.

o E3 (Table II, simplified): Using 4 websites with 25 visits
each (~30 min), the Random Forest classifier should achieve
high top-1 accuracy under both default and fixed frequency.
Full reproduction of Table 1 (100 websites, LSTM) requires
extended collection time.

Allowable variation: Side-channel measurements are inher-
ently noisy. We expect +10% variation in classification accu-
racy depending on network conditions and system load. The
qualitative conclusions (TimeGaps leak workload information;
high accuracy under both frequency settings) should be con-
sistently reproducible.

G. Experiment customization

o Website list: Use ——sites_list alexaN to vary the
number of target websites (e.g., alexal0 for top 10).

o Trace parameters: Adjust ——trace_length (seconds)
and ——num_runs (visits per site).

« Data channels: Use ——attack all to collect three data
channels (gap_length, counter, frequency) simultaneously.

o CPU core: Use ——core N to pin the collector to a different
core.

¢ CPU frequency: Use the provided fixed_freq.sh /
default_freq.sh scripts to toggle between fixed and
default DVFS.

H. Notes

The experiments are sensitive to system state. For best
results: (1) run on an otherwise idle machine; (2) close un-
necessary background applications; (3) ensure a stable network
connection for website fingerprinting; (4) to avoid GUI noise,
we recommend connecting to the target machine via SSH.
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